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Phishing SMS messages and fake URLs alert
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Dear customer

Recently in Taiwan, a fraudulent group/cybercriminals sent phishing SMS/text messages to customers’ mobile phones under the
name of a bank. The message requested for customers to click on the fake URL in the SMS/text message to collect the customer’s
Internet/e-banking authentication information.

Please note that UOB Taipei Branch will not send SMS/text messages to request for your authentication information. If you
receive such SMS/text messages, please do not click on the URL and enter your account ID, password, or other user identification
information. Please never enter these authentication information on any other web pages other than UOB Taipei Branch official
website(s).

Should you receive any SMS/text messages or emails under the guise of our bank or from an unknown source, please do not click on
the link and call 165 anti-fraud consultation hotline or UOB Taipei customer service (https://www.uobgroup.com/tw/contact-
us/index.page) immediately. ( https://www.uobgroup.com/tw/contact-us/index.page ).
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