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YES! FINALLY A WIFTI NETWORK
THAT DOESN'T REQUIRE A PASSWORD 40 I CAN GO
ONLINE. I'M SURE EVERYONE LOVED MY PHOTO.
LET'S TAKE A LOOK AT THE COMMENTS.
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User1437: YOU LOOK FAT AND UGLY,
HAHAHA!

FAT AND UGLY?!
YOU'RE DEAD,
USER1437!
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Stan: You’'re
beautiful!

Amber: You're
too kind!
*plushes*

OH! HERE'S A COMPLIMENT!

Stan: How old are
you?

Amber: I'm 12.

Stan: What school

are you from?
Amber: Pebble Bay
Primary School.

&TAN: T WISH I COULD
SEE YOU IN PERSON!
CAN WE BE FRIENDS?

HI AMBER!
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< Mailboxes Inbox Edit

® NORA

Upcoming Examination Papers And Answers

® MR TAN

Maths e-Learning Instructions

AN EMAIL FROM
MY CLASSMATE?

To: prisha@mail.com.sg

Upcoming Examination Papers And Answers

Hey Prisha!! Exams tips for you!
Click on the link below to
download the upcoming exam
papers, WITH ANSWERS!

http://ly.bit/43556291

WOW! EXAM
ANSWERS!

OH, ETAN WANTS TO
MEET UP WITH ME! HE
SOUNDS 50 NICE AND,
SINCERE!



http://ly.bit/43556291
http://ly.bit/43556291

SHOULD T
DOWNLOAD THE

TO MEET HIM?

SHOULD I ARRANGE




MEANWHILE, AT CYBERDOME HQ,

i RIIGHT, YOU JusT
HAAAAD TO SAY (T,
AH...A RARE m .
< .

il MOMENT FOR US
b TO RELAX.
[

WELL, SOMEBODY'S GOTTA
DEFEND CYBER &PACE AND
EDUCATE THE KIDS
ABOUT CYBER SAFETY!

WHY DO I GET THE
FEELING YOU UINXED IT
ON PURPOSE?

/

Vil

5



My address is Pebble Bay Blk
125 #14-57 s|

DISCONNECT FROM THAT i

WIFI NETWORK NOW!

CRYPTO! WHAT'S
WRONG?

http://ly.bit/43556291

SYNTHIA!
WHAT DID I DO?

AMBER, YOU SHOULD NOT
REVEAL YOUR HOME
ADDRESS, AGE, 5CHOOL
AND OTHER PERSONAL
INFORMATION ONLINE!

BUT &TAN SEEMS
LIKE A NICE
PERSON!

PRISHA, YOU
SHOULD NOT OPEN
SUSPICIOUS EMAILS,
ATTACHMENTS AND
LINKS! THEY COULD
CONTAIN HARMFUL
MALWARE!



http://ly.bit/43556291

AIDEM, RUN A
BACKGROUND
CHECHK ON

NSTAN". = !

REAL NAME: JOHN DOE
CRIME: KIDNAPPING,
SCAMMING

STATUS: RECENTLY
RELEASED FROM PRISON.

AND YOU SHOULD ALWAYS THINK
CAREFULLY BEFORE RESPONDING TO
ONLINE COMMENTS AND REFRAIN FROM
POSTING DISRESPECTFUL REMARKS!
AS FOR YOU PRISHA...

YOU HAVE TO BEWARE
OF STRANGERS ONLINE!
ANYONE CAN HIDE BEHIND
A FAKE IDENTITY, AND YOU
WILL NOT KNOW THEIR
TRUE INTENTIONS!




NORA'S ACCOUNT HAS BEEN INFECTED BY MALWARE
WHICH SENT OUT MALICIOUS EMAILS WITHOUT HER KNOWING. THE
LINK IN NORA'S EMAIL LEADS TO AN UNSAFE WEBSITE. CLICKING ON
IT WILL ALLOW HACKERS TO TAKE CONTROL OF YOUR PHONE
AND STEAL YOUR PERSONAL INFORMATION.

JOINING A FREE UNSECURED
WIFI NETWORK IS
DANGEROUS BECAUSE ANY
HACKER CAN ACCESS THE
INFORMATION YOU TRANSMIT
OVER THE NETWORHK.

YOU'RE RIGHT, SYNTHIA.
I SHOULD HAVE CHECKED
WITH MY CLASSMATE
IF SHE SENT ME THAT
EMAIL BEFORE
OPENING IT.

YOU'RE RIGHT, CRYPTO.
I SHOULD NOT JOIN
UNSECURED WIFI
NETWORHKS, REVEAL
PERSONAL INFORMATION
OR POST DISRESPECTFUL
REMARKS ONLINE.
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7. EMAIL

1. PHISHING

I az.| 1 10} Jomsuy

8. SOCIAL MEDIA

2. MALWARE

9. STRONG PASSWORD

3. HACKER

10. PERSONAL DATA

4. LOCKED

11. UNSECURED WIFI

5. CYBER SPACE
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12. ANTI VIRUS
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THE MAZE

Amber has tapped onto an unsecured wifi network,
giving the hacker a chance to gain access to her device.
This was also what Nora did, which enabled the hacker
to take control of her device and send out the malicious
emails without her knowing. Help Crypto and Synthia
locate the hacker through the maze.
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PARENT-CHILD ACTIVITY

Posting too much personal information online can form a picture of
your life which you should never reveal to other internet users and
strangers. Discuss with your parents what personal information in the
image below should not be shared or posted.

For more information on personal data protection online, visit
https://lwww.pdpc.gov.sg/resources/for-individuals.

Amber Tan @amber

Yay! Mummy just bought me the latest
phone for my Birthday today! Add me to
chat! - 8123 4567

Amber Tan @amber - Pebbles Café 9
Celebrating Daddy’s promotion to senior
7| engineer at CDE Limited!

Nice place, do u go there often?

Students get 20% off meals every
Monday! It's my fav place to hang out :)

14


https://www.pdpc.gov.sg/resources/for-individuals

Brought to you by:

CSh PdPC
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